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Abstract: Current agricultural product supply chain system is often regulated by a single department, which leads to
problems such as single point of failure and difficulties in real-time data supervision. Besides, the identities of enterprise
nodes are not clearly distinguished, and it is difficult to ensure that enterprise nodes do not leak privacy data. To solve these
challenges, a blockchain-based multi-supervisory differential privacy sharing architecture for agricultural products was de-
veloped. An identity verification algorithm using zero-knowledge proofs was proposed to share privacy data with specific su-
pervisory departments, thereby reduced the pressure on traditional regulatory agencies. Privacy data were organized into hi-
erarchical specifications, and enterprise privacy data differentiation sharing was achieved using ciphertext-policy attribute-
based encryption (CP-ABE) technology, which effectively mitigated the risk of privacy data leakage. Based on the above

work, a blockchain-based multi-supervisory differential

K75 H A . 2023-04-01 privacy sharing system for agricultural products was
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BB 1 RBL SR 4 T0 F (2008085MF203 ) 5 22 308 W LA company for test. Test results showed that compared to the
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method can improve regulatory efficiency while ensuring privacy security.
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Table 1 Parameters and related meanings involved in the authenti-

cation algorithm based on zero knowledge proof
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Table 3 Key information classification of agricultural product supply chain
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Table 4 Multi-level privacy data classification for enterprise
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Fig.1 Architecture of a multi-regulation differential privacy sharing model for agricultural product blockchain
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Return resultMsg, blockMsg;

Else

Return errorMsg;

Else
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Return errorMsg;
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If ( isNodeldLegal ( supervisoryPeer ) &&isNull
(my))

// UL S S8 — YO T & 4, - T B )
ik

Al e 55 4% 5 T SETH B

Return m

Else If ( isNodeldLegal ( supervisoryPeer) && is-
NotNull(m, ) )
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MR m, TR B AR E
x5 FRAHRT

Table 5 Design for smart contract

If( % E TTRERARO0)

f 13 MR R TG A VR X I B RA S (Y B

Return errorMsg;

Else

T sk, B 1A sk OF 79 B RA KR A 28 Y
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Return privateMsg;

Else

i R R B

Return errorMsg;
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