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Abstract: In the existing traceability system for fruits and vegetables, the authentication mechanism of data collec-
tion equipment of the internet of things (IoT) is not perfect, the transmission efficiency of fruits and vegetables data is not
high, and there is no guarantee that the data are not tampered before being stored in the blockchain. A storage and tracea-
bility model of blockchain information of fruits and vegetables based on authentication was constructed. Firstly, a data flow
model of fruits and vegetables supply chain was proposed after the model was analyzed. The collected data were stored in in-
terplanetary file system (IPFS) through the ToT devices in each link. After the link data were stored, the system stored the
Hash value returned from IPFS into the blockchain network, which improved the security of the data. Secondly, the data
transmission process of fruits and vegetables supply chain was designed, and the efficiency of data transmission was im-
proved. Finally, the authentication mechanism of IoT devices was implemented by using Blake2 improved Ed25519 algo-
rithm, which improved the security of the system. On the above basis, a blockchain information storage and traceability sys-

tem for fruits and vegetables based on authentication was

WeRS B 7 . 2022-04- 14 designed and applied in a fruits and vegetables enterprise.

HESTE 208 TP RIIE & R0 B (201904a06020056 ) ; %2 After relevant tests, it was found that the system took an

BUAE 119RFL 234 T H (2008085MF203) average of 4. 738 s for the whole supply chain data storage
YEZ B AT ALTEME(2000-) , 55, ZROMIN A AR, EE LY and 0. 452 s for the data query. The test results revealed
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security, and can provide reference for the design and development of fruits and vegetables traceability system.
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Fig.1 Storage and traceability model of fruits and vegetables

blockchain information based on authentication
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Fig.2 Data flow model of fruits and vegetables supply chain
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Fig.3 Data transmission flow chart of fruits and vegetables supply chain
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Fig.4 System architecture diagram
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Fig.6 Relevant pages of the enabled layer of the system
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Fig.7 Test of storage and query efficiency

AbFRE AESRTRE AN R I [T, 2 v S A i 1) e R
FIFH IPFS 85 T AR AR B , X Pk 2545 77t
IPFS W%y, A AR X Hed fefig 2 ) FL R, =3
S54RI LAV R G SRR e e AR AEAR T
Ko FEHEAT RGNS A% RGN A 5 A7 et 1)
A 4.738 s, B AR 0. 452 s, AT DAFR AL S 200
PEIRSS , T R RGN SR IR R GRS %

Sk

(1] IMEESRIBUE , EsRT, 5. JETOURE A RUR B A i SR 85 o it
R gEE Je ()], S ak 2 5 061 20 0, 2018, 38 (6) : 1779-
1785.

[2] HAMID S, MAHMOOD Z, IMRAN M , et al. Potentiality of lem-
on peel as low cost adsorbent for the removal of trypan blue dye
from aqueous solution[ J]. Journal-Chemical Society of Pakistan,
2011, 33(3) :364-369.

[3] EMHLR,¥FEE, K 1, 4 ™ bl BUR R RFID AR 44t it
WHI[I]. Rl TR, 2020,36(10) : 150-157.

(4] #fEaE, TS 4R, 46, 3T KRR = e W R 5
SRR 5 A i)y ik )], Rl TR 241, 2019,35(22)
323-330.

(51 AR (T, 05, 45, X B om S BE 3 i vl (5 B
HERSRETLHI]. KM, 2022,53(2) :309-
315.

(6] 3k B0, 4000 P4k 55, R T IXEE R AR G 20 ARG R AL r
BESASMAERIA )], R ,2022,53(1) :370-382.

(7] THEZ BRI, P 06,55, JR by B X Pk 2 5638 i) W
MEEIBEHE[ )], Al TR431,2021,37(20) :323-332.

(8] P4k, 1 a5k 7,5 XHUEEIKh I RER LN 5515 B I
EIRIIETTLT]. Al URFAAR ,2021,52(5) :202-211.

(9] FEJk, HRIRBE AR S5, JET DX HE 0 7K A {48 07 % 0 D5

SRIPEEIATIEL 1] . RV HIIRF41,2020,51(8) :328-335.

ERHE M R AR T X R AR i R MR )

WEREMIT[T]. THFEHLT R, 2020,46(12) :313-320.

[11] TH, BRI, IR R WIAE. T DX HUiE (4 7K e A1k R 45 B 0815

[10]

SRR ) ] R MR ,2020,51(8) :328-335.

[E 1S et L R E R 73 2 NP Y D T I 1
FEHLFAR,2018,41(5) :969-988.

B, SE O IR, KRR IR M R [ T]. B
#2,2021,32(2) :277-299.

AEHE I, PP HE ST, 45, BRI IXEREE TR (1] B
#2,2020,31(12) :3909-3922.

o B ALEEE, H K, AR R SR XSS S IR IR S
KIIPUHIL)]. B BRI IS R 5E,2019,25(4) :978-984.
XD, Be . X HRBE iy XS [ 1], AL,
2021,44(4) .786-805.

ATHANERE S, THAKUR R. Blockchain based hierarchical semi-
decentralized approach using IPFS for secure and efficient data
sharing[ J]. Journal of King Saud University Computer and Infor-
mation Sciences, 2022, 34(4) :1523-1534.

FERCK, Bkl TR, 4. BLAKE2b S35 A1k S OpenCL 5%
BLI]. N RAL R SE,2019,40( 11) :2281-2284.
XOBEBR TR B Rk AR AR [T ], dba
ReEpef gl (ARBHFIR) ,2008,44(5) :733-738.

FE—NE X8 B840 1E | . Bl Ed25519 B2 5 1 i 1F 28 4
YIS T]. AR ,2022,43(3) 1 101-112.
XSt , W4k, B AT, BLAKE B BORE PR Sc BmESE (1], 3
SEHL2AH,2012,35(4) :703-711.

Vs, ¥ 25,0k 4,4 W ERE BLAKE S0EAF 58 B - FP-
GA B[], T ML FHIFST,2012,29(6) :2098-2101.

(=G RiEE





